CAR 2°CAR Journal

Issue 23 | October 2019

CAR 2 CAR

COMMUNICATION CONSORTIUM

CAR 2 CAR Forum 2019 | Page 6

This year”s CAR 2 CAR Forum is organised on 29 and 30
October 2019 at Torino, Italy and sponsored by General
Motors. ...

4]
S
(T
2
£
=
F=
15
o
(74}
=
o
)

Protection Profiles for Vehicle C-ITS Station
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Editorial

by Niels Peter Skov Andersen | General Manager of
the CAR 2 CAR Communication Consortium

We are approaching the CAR 2 CAR
Forum 2019, a yearly event where
we as consortium present the cur-
rent status of our work and look
ahead. As you will discover from
this version of the CAR 2 CAR Jour-
nal alot has happened since the last
year’s CAR 2 CAR Forum 2018.

Inthe pressthere has been much fo-
cus on the proposal for a Delegated
Act on C-ITS and its failure. From a
lot of the discussion and arguments
itis clear that not everybody under-
stands the difference between a
short-range direct mode vehicular
ad-hoc network and a cellular net-
work. Many of our members have
tried to help us explaining the dif-
ference, and it appears that more
and more people are starting to un-
derstand that there is a difference.
Nevertheless, we all need to contin-
ue this effort in the future.

One question in particular was be-
ing raised towards the Consortium
over the summer: “What is the con-
sequence when there is no Delegat-
ed Act?” - The answer is simple:

The CAR 2 CAR Communication Con-
sortium is working intensively to pro-
vide an interoperable C-ITS system
to improve road safety in Europe.
Against this background, we cannot
allow a political discussion on legal
aspects to delay the improvement of
road safety, which is why we will con-
tinue our plans for the Europe-wide
implementation of C-ITS and strength-
en our cooperation with the relevant
actors on the infrastructure side to
ensure that delays in the political pro-

cess do not result in the avoidable loss
of human lives.

What does this mean in prac-
tice? It means that we are work-
ing very closely with C-Roads to
ensure that our expectations and
technical profiles are aligned. This
is done through regular calls be-
tween C-Roads and the CAR 2 CAR
Communication Consortium, calls
where both parties raise the issues
they might have encountered and
where we try to resolve them and
come to a common understanding
in order to ensure interoperability
and correct functioning of C-ITS in
the field. This close cooperation has
shown to be very successful.

But this cooperation also means
that a much larger responsibility is
put on the Consortium as our Basic
System Profile now is the guiding
document for anybody implement-
ing C-ITS. Not only we are responsi-
ble for the Basic System Profile, but
we are also - together with C-Roads
- responsible for solving any oper-
ational issues that might occur. To
prepare this we have setup a task
force operation, you can read about
in this issues of our Journal.

It is important to stress that the
Consortium has not only focused
on the initial deployment and oper-
ational issues. Of course, we have
updated our Basic System Profile to
BSP 1.4 that assures alignment with
C-Roads. More about BSP 1.4 can
be found in the current Journal. We
have also started the definition of
the Basic System Profile for >>
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>> phase 2 of our roadmap - BSP
2.0, this will include the require-
ments that need to introduce the
related new services. More about
the BSP 2.0 can also be found in this
Journal.

Further our security experts have
now successfully developed a Pro-
tection Profile for the HSM, which
has been submitted for common
criteria assessment.

Finally, I would like to stress that
through the success with the intro-
duction of the CAR 2 CAR Week we
have managed to make our work
more efficient and easier to plan
for our members and allowed to re-
duce the amount of travelling. How-

TOVIT
Type of Member:
Associate Member

Type of Business:

TUV Informationstechnik GmbH fo-
cuses solely on security in infor-
mation technology and, as an in-
dependent testing service provider
for IT security, is an international
leader. Numerous corporations al-
ready benefit from the TUViT-test-
ed security. Its portfolio includes
cyber security, software and hard-
ware evaluation, loT/Industry 4.0,
data protection, ISMS, Smart En-
ergy, mobile security, automotive
security, elD and identity verifica-
tion services as well as the testing
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ever, this is not the only way we try
to limit travelling and reduce our
CO2 footprint. We are also trying to
use GoToMeeting for web-meetings
as much as possible and even as a
trial will use it to make our next CAR
2 CAR Week a virtual meeting. In the
Journal you will find an article look-
ing into the effect of our extensive
use of electronic meetings.

With these words | invite you to
read the current issue of the Car 2
CAR Journal. 1/

New CAR 2 CAR Members
TOVir

TUV NORD GROUP

and certification of data centres for
physical security and high availabili-
ty. TUV Informationstechnik, found-
ed in 1995 and head-quartered in
Essen, Germany, is a member of
the TUV NORD GROUP, one of the
world's largest technology service
providers with over 10,000 employ-
ees and business activities in 70
countries worldwide. //
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RTB

Type of Member:
Associate Member

Type of Business:

The RTB's headquarter is based in
Bad Lippspringe, Germany and is
one of the leading international
suppliers of road traffic technolo-
gy. Founded in 1993 by owner and
managing director Rudolf Broer, the
company now employs 110 people,
including 25 engineers.

On the basis of many years of ex-
perience RTB develops and distrib-
utes innovative solutions for street
traffic. In addition to equipment for
traffic light systems, radar and laser
systems for speed reduction and
traffic data acquisition, the product
range also includes parking ticket

Integrated Web-Tooling -

New CAR 2 CAR Members

RTB

"'-"'...—r'— ——

machines and innovative systems
for electric mobility as well as effec-
tive parking space management.

RTB places the greatest value on us-
er-friendliness, quality and design of
its products. A friendly, accommo-
dating and customer-oriented ser-
vice is combined with this. In contin-
uing dialogue with our customers,
new solutions of high practical value
are constantly emerging. //

Improving Collaboration

by Dr. Karl-Oskar Proskawetz | Administrator of the
CAR 2 CAR Communication Consortium

By the end of 2019 the CAR 2 CAR Communication Consortium switch-
es its web-services to the new integrated web-tooling. Consequent sin-
gle-sign-on design allows easy access of all web-tools. New user-pag-
es improve transparency of the Technical Organisation and enable
maintaining the individual user-data and allocations to Competence
Groups and Task-forces by the users themselves. The new Collabora-
tion Area offers versioning of documents, user-friendly features like
drag & drop and easy synchronisation of copied folder structures. You
should update your user-data for becoming involved in the process-

es of interest.

In 2018 the CAR 2 CAR Communica-
tion Consortium changed the Tech-
nical Organisation and established
a new work mode. The matrix struc-
ture of Competence Groups and

Working Groups enables high flex-
ibility in addressing new issues and
setting-up newWorkItemsrelatedto
one of the Working Groups. During
each CAR2 CARWeekthelistof >>
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>>Work Items is revised resulting in
periodic updates of the Work Items
and the related Task-forces. Hav-
ing established the new user-pag-
es and integrated concept of expert
roles now expert shall maintain his/
her individual contact data and shall
see the latest list of all established
Work Items. By clicking on a select-
ed Work Item, the user will be able
to add himself to the Work Items of
interest or to remove himself from
a Work Item out of scope. The sub-
mitted changes will be considered
on short-term and e-mail distribu-
tion lists will be updated automat-
ically. All experts of active Consorti-
um members are invited to update
their user-data when having the in-
tegrated tooling in operation.

For enabling continuous work-flow,
the new Collaboration Area offers
the services of Calendar, Address
Book and File Repository to all ex-
perts of active Consortium mem-
bers as the former version before.
However, performance and us-
er-friendliness will be improved
significantly by the new version.
Among others versioning of docu-
ments, drag and drop for copying
of documents and folders will make
working processes more comforta-
ble. Easy synchronisation of folders
copied from the Collaboration Area
will be supported. Already during
the preparation phase the folder
structure of the current File Repos-
itory was revised and restructured.
When switching to the new inte-
grated web-tooling this file struc-
ture and data will be copied to the
new Collaboration Area and some
scripts shall be in place for migrat-
ing former links on folders and doc-
uments.

The also planned integration of the
currently used tools Bugzilla and
TestLink initiated a discussion in the
Technical Organisation on keeping

CAR 2 CAR Journal | October 2019

the customised, mature software,
or using updated versions of the
tools or taking the opportunity to
switch to other software solutions
better additional fulfilling identified
future needs. Thus the full integra-
tion of those tools will happen in a
second phase considering the out-
come of the ongoing discussion.

The new integrated web-tooling
runs on a new web-server with vir-
tual hosts for the website and each
of the integrated tools to enable
higher robustness of operation. Im-
proved backup services and auto-
mated monitoring of all processes
have been established for achiev-
ing high availability and limiting
the risk of data loss. While develop-
ing the new integrated web-tooling
a complementing Handbook has
been created and will be provided
for guiding the users to make use of
the services and to find most impor-
tant information easily. //
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CAR 2 CAR Forum 2019

by Dr. Karl-Oskar Proskawetz | Administrator of the
CAR 2 CAR Communication Consortium

This year”s CAR 2 CAR Forum is organised on 29 and 30 October 2019
at Torino, Italy and sponsored by General Motors. An expert Work-
shop focussing on C-ITS usage by cities and road operators takes place
on 31 October 2019 hosted by the city of Torino. The final draft pro-
gramme of the event has been published on the website of the CAR 2
CAR Communication Consortium complemented by hotel & travel in-

formation and online registration.

The CAR 2 CAR Forum is organised
on 29 and 30 October 2019 at the
Environment Park in Torino. As usu-
al during the first day plenary ses-
sions highlight the status of C-ITS
deployment and the next steps to-
wards cooperative automated driv-
ing. Views of the different road us-
ers and vehicle categories address
customised services and specif-
ic needs. R&D projects report their
findings being relevant for the next
innovation phases. The last session
focuses on functional safety and
test cases for ensuring interopera-
bility of Car2X.

After the plenary sessions the CAR
2 CAR Communication Consorti-
um organises its annual General
Assembly. Basic Members, guests
and experts not participating in the
General Assembly have the chance
for joining a guided city tour. The
usual evening event fosters the net-
working and finalises the first day of
the CAR 2 CAR Forum.

The second day of the CAR 2 CAR
Forum is organised by the Techni-
cal Organisation. During the morn-
ing sessions the European C-ITS de-
ployment and Day1 extensions and
next C-ITS deployment phases will
be discussed. In the afternoon the
focus of the discussion is set on se-

curity for C-ITS and the technical
evolution of C-ITS.

The day after the CAR 2 CAR Forum
on 31 October 2019 the city of To-
rino hosts a complementing expert
Workshop focussing on C-ITS usage
by cities and road operators. Due to
limited capacity preference is giv-
en to the participation of city repre-
sentatives and C2C-CC chairs with
proven experience in this scope.
Free seats will be offered to inter-
ested experts on the first come first
serve basis.

You will find the final draft pro-
gramme, all complementing infor-
mation and online registration fol-
lowing the link on the Event website
of the CAR 2 CAR Communication
Consortium. Your online registra-
tion has to be received by 22 Octo-
ber 2019.

https://www.car-2-car.org/news-
events/car-2-car-events/

1/
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CAR 2 CAR Weeks 2020

by Dr. Karl-Oskar Proskawetz | Administrator of the
CAR 2 CAR Communication Consortium
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ETSI TC ITS scheduled its standardisation weeks in 2020 during April
2019. This allowed the Steering Committee to fix the planning of the
related CAR 2 CAR Weeks in December 2019 and during 2020. Active
members of the CAR 2 CAR Communication Consortium are invited
to offer hosting of the CAR 2 CAR Weeks being organised during 2020.

During 2020 ETSI TC ITS has sched-
uled four standardisation weeks 13
to 17 January, 23 to 27 March, 29
June to 03 July and 19 to 23 Octo-
ber. The Steering Committee aimed
on planning the CAR 2 CAR weeks at
least two weeks before the ETSI TC
ITS standardisation weeks consider-
ing bank holidays and the ITS World
Congress 2020.

8. CAR 2 CAR Week

09 to 12 December 2019
web-meetings only

Announcement

With respect to Christmas and win-
ter holiday period the 8th CAR 2 CAR
Week shall be organised already
from 09 to 12 December 2019. For
reducing conflicts with other sched-
uled dates this 8th CAR 2 CAR Week
shall be organised using virtual
web-meetings only.

9. CAR 2 CAR Week

09 to 12 March 2020

Announcement

The other three CAR 2 CAR Weeks in
2020 have been scheduled for the
following periods: 09 to 12 March,
15 to 18 June and 28 September to
1 October. Active members of the
Consortium have been invited to
offer hosting of one of these CAR 2
CAR Weeks.

9. CAR 2 CAR Week

15 to 18 June 2020
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You will find the scheduled ETSI TC E

ITS standardisation weeks as well as

the CAR 2 CAR Weeks 2020 and fur- g 10. CAR 2 CAR Week

ther scheduled dates in the Consor- c

tium calendar of the Collaboration [ 28 September to 1 October 2020
Area. g

7 <
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6th CAR 2 CAR Week

by Dr. Karl-Oskar Proskawetz | Administrator of the
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The 6th CAR 2 CAR Week took place from 1 to 4 July 2019 at Eurecom
in Biot, France. More than 55 experts from the CAR 2 CAR Communica-
tion Consortium participated onsite in the parallel and joint working
meetings of 12 Competence Groups and Taskforces during Monday to
Wednesday. Further experts joint the complementing web-meetings
of the sessions. The results of these meetings have been reported to
the successive joint meetings of the three Working Groups DEPLOY-
MENT, FUNCTIONAL and TECHNICAL. In the final Closing Plenary ses-
sion on Thursday afternoon, the main outcome was discussed, and re-
lated actions were agreed. The discussion of functions of the second
phase of C-ITS deployment marks an important milestone and kicked-
off detailed working on the BSP 2.0 and MCO.

The 6th CAR 2 CAR Week started date of the protection profiles of

Page 8

on 1 July 2019 afternoon with par-
allel meetings of CG Security, CG
Roadmap and PoTi Task-forces
TO015 / DO012. The Opening Plena-
ry was organised on Tuesday morn-
ing. Director Prof. Dr. Ulrich Finger
welcomed all participants on behalf
of Eurecom and took the opportu-
nity for introducing Eurecom be-
ing one of the leading teaching and
research institution in the fields of
information and communication
technologies in Europe. The session
pitches of the chairs outlined the is-
sues having been discussed during
the sessions of the Technical Organ-
isation during the week. The results
from the parallel meetings of the
Competence Groups and Task-forc-
es have been reported to the sub-
sequent joint meetings of the three
working groups.

WG DEPLOYMENT received the re-
ports on document and release
management, long-term  Road
Works Warning and Cooperative
Prioritisation, Operations, auto-
motive requirements for SPaT and
MAP, cooperation with Autosar, up-

the Hardware Security Module and
Vehicle C-ITS Station and on a po-
tential alternative assurance/certifi-
cation approach.

During the WG FUNCTIONAL the
working status on Collective Per-
ception, considering VRUs, Con-
nected and Cooperative Automated
Driving and Road Mapping was dis-
cussed. Furthermore, the Working
Group agreed to kick-off the devel-
opment of the BSP 2.0 for specify-
ing the second phase of C-ITS de-
ployment.

The WG TECHNICAL discussed the
reports on CAM granularity, Position
andTimingaswellasspectrum  >>

CAR 2 CAR Journal | October 2019
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>> and radio issues. In line with the
BSP 2.0 activities the work on Mul-
ti-Channel issues like functions and
channel usage will be intensified.

During the final Closing Plenary
meeting the reports of the three
working groups were presented.

7th CAR 2 CAR Week

The proposed updates of the Work
Items and the Work Programme
were approved.

All documents of the 6th CAR 2 CAR
Week are found in the respective
folders of the Collaboration Area. //

by Dr. Karl-Oskar Proskawetz | Administrator of the
CAR 2 CAR Communication Consortium

The 7th CAR 2 CAR Week was organised from 16 to 19 September 2019
at Burg Warberg, Germany. The Technical Organisation met during
the first three days. More than 65 experts from the CAR 2 CAR Com-
munication Consortium participated onsite in the parallel and joint
working meetings of 10 Competence Groups and Taskforces on Mon-
day and Tuesday and the joint meetings of the three Working Groups
DEPLOYMENT, FUNCTIONAL and TECHNICAL on Wednesday. Further
experts joint the complementing web-meetings of the sessions. For
the first time also a Steering Committee meeting was organised dur-
ing the last day of the CAR 2 CAR Week.

Task-force Operation took the op-
portunity to organise its meetings
already on 16 September 2019 in
the morning as well as in the after-
noon. CG Security and CG APP-PTW
scheduled their meetings during
the 7th CAR 2 CAR Week starting af-
ter lunch. CG COM-COSP organised
its first meeting during the last time
slot on Monday.

The Opening Plenary was organ-
ised on Tuesday morning. As usu-
al the Opening Plenary focuses on
the discussion of organisational is-
sues and the session pitches of the
chairs. This was followed by a view
of the German police “C-ITS for blue
lights” having been presented by Ulf
Mielinger. After the Opening Ple-
nary CG SEC continued its sessions
and further sessions on PoTi, MCO,

CAR 2 CAR Journal | October 2019

SPaT / MAP, RD, CA, COM-COSP and
“blue lights” discussion took place.

The three Working Groups WG DE-
PLOYMENT, WG FUNCTIONAL and
WG TECHNICAL held their joint
meetings on 18 September 2019
followed by the final Closing Plena-
ry meeting summarising the results
of the technical meetings and the
changes of the Work Programme.
All documents of the 7th CAR 2 CAR
Week are found in the respective
folders of the Collaboration Area
as well as the updated Work Pro-
gramme.

On 19 September 2019 the Steering
Committee took the opportunity to
organise its face-to-face meeting at
Burg Warberg. //
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The importance of position and time
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Reliable, high quality information (COM-PoTi), which is responsible to
tend to come ata cost,and therewill  define requirements and specifica-
always be performance differenc- tions, while the other group is part
es between different ITS stations, ofthe Compliance Assessmentfam-
depending on the used hardware ily (CA-PoTi) and develops verifica-
and implementation approach. For  tion methods for the requirements
instance, ITS stations with better set by the former. Both groups are
components and sensors will have currently active, focusing on Day1
access to more precise and reliable  and Day2 topics as well. Activities
information. range from increasing the quality
of the Basic System Profile specifi-
cation, extending support for the
power two wheelers (PTW) or de-
fining ITS station startup behavior.
Among the main drivers of the work
are Continental, U-Blox, Renault,
Siemens (Tass) and Commsignia.

In a cooperative setting, this means
that the information that one has
access to from external third-par-
ty entities, might have a different
quality, than the information from
the own sensors. One of the main
challenges in cooperative appli-
cations, is thus to ensure that the Meanwhile similar activities are in
shared information can be trusted parallel performed at ETSI. STF558,
and used in an efficient manner. Facility Position and Time manage-
ment (PoTi) - lead by Paul Spaan-
derman (InnoMo Consulting) - is set
out to handle the increasing need
for high location and time >>

To tackle this challenge, and to
avoid having to rely on worst case
assumptions, we first of all need to
make sure that a common agree-
ment is in place for minimum re-
quirements on handling position
and time information (e.g. confi-
dence). In particular, for servic-
es like CAM or DENM (coopera-
tive awareness and environmental
notification), but later on also for
emerging new service and applica-
tions, such as C-ACC (Cooperative
Adaptive Cruise Control), CPM (Col-
lective Perception) and Platooning,
where the accuracy requirements
might be more stringent. i et e R S

Management

Within the Car2Car Communica-
tion Consortium, two Competence
Groups (CGs) deal with position and
time topics: one being part of COM

ACCEss
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>> accuracy from a standardiza-
tion point of view and develops the
minimum set of PoTi requirements
needed for ETSI's Release 1 sepa-
rately from the beyond Release 1
set of services. The outcome, ETSI
EN 302 890-2 is currently in draft
state to be finalized by the end of
2019. It defines PoTi within the ITS
Domain, specifies its main tasks
and place in the ITS Station Archi-
tecture, also specifies and defines
terms like PoTi Confidence or refer-
ence position and also handles aug-
mentation information. The latest
version is available from the portal
at ETSI ITS WGT.

No advance in technology would be
possible without industrial collab-
oration and trials. Countless Euro-
pean projects have built on PoTi in-
formation and showed the impact
of reliable and precise PoTi data,
however some, like HIGHTS (http://
hights.eu) or the currently active
PROPART  (http://propart-project.
eu/) focuses on how to assemble it.

The main goal of PROPART is to de-
velop and enhance an RTK (Real
Time Kinematic) software solution
by both exploiting the distinguished
features of Galileo signals as well as
combining it with other positioning
and sensor technologies. The pro-
ject features a Roadside unit provid-
ing local correction services via V2X
RTCM message, UWB (ultra-wide-
band) positioning and CPM servic-
es. They are perceived, processed
and fused in the end by a heavy
commercial vehicle which runs
the so-called PRoPART Positioning
Manager showcasing the latest fea-
tures of Galileo (including securi-
ty and correction services) and fus-
es reliable GNSS information with
local position services to achieve a
multi-source and reliable PoTi ser-
vice providing high accuracy data
under all circumstances for the ve-
hicle ADAS. The project is currently
in its final year performing field test
validation of its result. //

Available distance with
reduntant side coverage

—
@ PRoPA

recise and Ho bust

ositioning

for Automated Road Transports

ment No 776307.

The PRoPART project has received funding from the European GNSS Agency under
the European Union’s Horizon 2020 innovation programme under grant agree-

CAR 2 CAR Journal | October 2019
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Protection Profiles for Vehicle C-ITS Station and

V2X HSM

by Tomasz Szuprycinski | NXP Semiconductors

C-ITS Platform formed by Europe-
an Commission has specified two
policies related to security: Certifi-
cate Policy (CP) and Security Policy
(SP). They specify C-ITS trust mod-
el architecture and requirements
for the participants. These policies
identify the importance of main-
taining the highest possible securi-
ty level, “..security certificates for [SP:
C-ITS stations; CP: cryptographic mod-
ule] shall be issued applying the Com-
mon Criteria certification scheme by
a certification body recognised by the
Management Committee within the
framework of the “Mutual recognition
Agreement of Information Technology
Security Evaluation Certificates” of the
Senior Officials Group on Information
Systems Security (SOG-IS).”

Given this, the Competence Group
Security (CG SEC) of CAR 2 CAR
Communication Consortium (C2C-
CC) has identified the need to de-
fine the corresponding require-
ments which should be common
for all manufacturers and imple-
mentation independent.

In a context of a Common Crite-
ria (CC) certification, these require-
ments are identified in what is
called a Protection Profile (PP). The
Protection Profile is a document
providing an implementation inde-
pendent specification of security
and assurance requirements. This
generic document is later on in-
stantiated by a developer in a spe-
cific product document called Secu-
rity Target. Any product compliant
to Protection Profile shall meet the
security requirements provided in

the PP. A PP defines also the level
of assurance called Evaluation As-
surance Level (EAL), which defines
the depth and rigor of the security
evaluation as well as the assumed
attacker potential used for the vul-
nerability analysis.

In the Competence Group Security,
two Protection Profiles are defined:

* One concerning the V2X Hard-
ware Security Module (HSM)
used for the secure cryp-
tographic operations and the
key management;

* One concerning the commu-
nication device in Cooperative
Intelligent Transport System
(C-ITS), named Vehicle C-ITS Sta-
tion (VCS).

These components and connection
between them are illustrated in Fig-
ure 1.

b

i
-

Figure 1: C-ITS Station with V2X HSM

The two components (HSM and VCS)
for which we are defining PPs are to
beintegratedinavehicle security ar-
chitecture as presentedin >>

CAR 2 CAR Journal | October 2019
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>> Figure 2. The combination of
both elements supports Day-1 ap-
plications and ITS functions. It does
not address Day-2 use cases, e.g.
(semi-)autonomous driving. It is ex-
pected that VCS is connected with
Central Gateway providing isola-
tion/firewalling from the rest of
the vehicle, and therefore does not
have direct impact on the dynamics
of a vehicle.

Vehicle

vax
HSM

Pultlic Key
Infrailretue

rwalremrd
Aatherity

L e
Hegdin ity

Mhrdrtaprer
e Habcer Acithawity
by Tt

Figure 2 : C-ITS Architecture considered by C2C-CC Security Competence Group

In order to provide the adequate
security functions, C-ITS Station has
to be connected to the V2X HSM
that provides support for the main
cryptographic functions. Two cases
were identified:

* HSM and VCS are integrated
into the same hardware;

* HSM and VCS are independent
hardware components.

Concerning the HSM PP, the fol-
lowing features were considered:
V2X key management; digital signa-
ture generation of the ITS messag-
es; generation of random numbers
(e.g. used as keys); entity authenti-
cation in order to authenticate the
Target of Evaluation (TOE) to the
Certification Entities; user data en-
cryption/decryption.

The functionality of VCS is much
more complex, it includes: enrol-
ment with the PKI system, author-

CAR 2 CAR Journal | October 2019

isation management, security as-
sociations with other ITS stations,
single message services, integrity
services, replay protection services,
accountability services, plausibili-
ty validation, remote management,
misbehaviour detection, identity
management, all described in ETSI
TS 102 731.

The V2X HSM PP is aimed to be eval-
uated at an Evaluation Assurance
Level 4, meaning the TOE is me-
thodically designed, tested and re-
viewed. The evaluation is extended
with basic flaw remediation; requir-
ing developer to define a process
of handling identified flaws; and
Methodical Vulnerability Analysis
(AVA_VAN.4), assuring resistance
against attackers with moderate at-
tack potential, including sophisticat-
ed attacks e.g. side channel analy-
sis, fault injection.

As requested by the Certificate Pol-
icy, these PPs need to be evaluat-
ed by a recognised Certification
Body. German certification body -
BSI, has been chosen for the evalu-
ation of the HSM PP. At the time of
writing, the HSM PP is fully edited
by the security Competence Group
and reviewed by the C2C-CC mem-
bers. The evaluation process for the
HSM PP has been started by the ac-
credited evaluation laboratory and
the certification process is planned
to be finished early 2020. The draft-
ing of the VCS PP is ongoing, with an
aim to be completed mid-2020, fol-
lowed by evaluation and certifica-
tion of that PP. 7/

References:

[ETSI TS 102 731] - Intelligent Transport Sys-
tems (ITS); Security; Security Services and Ar-
chitecture

[CPJ: https://ec.europa.eu/transport/sites/
transport/files/c-its_certificate_policy-v1.1.pdf

[SP]: https://ec.europa.eu/transport/sites/
transport/files/c-its_security_policy_release_1.

pdf
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Progress of activities for the release 2.0

by Michele Rondinone, PhD | Hyundai Motor Europe
Technical Center GmbH

During the 3rd Car2Car week 2019
at Eurecom Sophia Antipolis, a
group of Car2Car Communication
Consortium experts started the ac-
tivities for the generation of the Re-
lease 2.0 of the Basic System Profile
(BSP). By defining objectives, fea-
tures and requirements enabling
Day2 use cases, the BSP 2.0 will pro-
vide continuity to the already pub-
lished BSP 1.4 currently adopted
by the C2C-CC as one of the basis
for C-ITS deployment. The BSP 2.0
is based on already identified C2C-
CC road-mapping definitions at
both functional and technological
level and will be iteratively extend-
ed following the releasing manage-
ment specifications and processes
already in place in the consortium:
while new innovative features will
be introduced by the BSP 2.0, the
existing BSP 1.4 definitions will be
kept in operation and maintained
whenever needed.

With the clear intention to provide
backwards compatibility to sys-
tems supporting the BSP 1.4, the
main objectives of the BSP 2.0 will
be enabling semi-automated func-
tions like cooperative ACC, support
for improved powered two wheel-
ers applications and introduction
of cooperative methods for consid-
eration of non-cooperative road
users (non-V2X equipped VRUs and
vehicles). Following the ongoing
C-Roads activities, the BSP2.0 will
have compatibility with extended
road infrastructure-based services
as further objective. In addition to
the previous ones, key targets will

also be provision of measures for
functional safety application at re-
ceiving stations as well as measures
to detect and notify misbehaviour
of transmitting stations.

Among the features that the release
2.0 will introduce, collective per-
ception and extension of coopera-
tive awareness services will be the
first, due to their maturity in relat-
ed standardization activities. Addi-
tional features like plausibility and
confidence check of information
exchanged by the newly introduced
services are also in scope. Architec-
tural extensions for application of
functional safety aspects when run-
ning cooperative services are also
envisioned, especially as V2X will
support safety-related use cases
with increasing level of automation.

First formal definitions of the afore-
mentioned concepts have been
elaborated during the past 4th Car-
2Carweek 2019, and includedinthe
BSP 2.0 “Objectives” and “Features”
draft documents available in the
C2C-CC collaboration area. Func-
tional and technical requirements
for the implementation of the newly
introduced features will be extract-
ed by dedicated work item activities
based on individual target features
and will leverage the several R&D
activities already performed by the
C2C-CC members. //
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C2C-CC Work Mode Reduces Environmental

Footprint

by Dr. Karl-Oskar Proskawetz | Administrator of the
CAR 2 CAR Communication Consortium

In 2018 the CAR 2 CAR Communication Consortium established the
new work mode of the Technical Organisation. Competence Groups,
Taskforces and Working Groups organise their face-to-face meetings
during four CAR 2 CAR Weeks per year. The face-to-face meetings are
complemented by further web-meetings on demand. This work mode
allows better long-term planning of required travelling, improves co-
operation, networking, discussion and harmonisation between all
groups and furthermore reduces in addition the C2C-CC environmen-
tal footprint significantly by scaling down the required number of in-
dividual business travels of the experts.

The CAR 2 CAR Communication
Consortium focuses on improving
road safety and efficiency as well as
supporting digitalisation and auto-
mation by functions based on ad-
hoc short-range communication.
Speaking the same language and
interoperability of the coopera-
tive system are crucial for reaching
the goals. Customising C-ITS and its
services, guiding and pushing Eu-
ropean / international standardisa-
tion and harmonisation as well as
preparation of deployment in Eu-
rope and further regions is driven
by cooperation within the automo-
tive industry and with further stake-
holders. The international cooper-
ation results in the need of regular
joint meetings of the manager and
experts and their travelling causes
higher costs and increased environ-
mental impact compared to local
cooperation.

During the past the C2C-CC work-
ing groups organised their meet-
ings individually. Since 2018 the
CAR 2 CAR Communication Con-
sortium has established the CAR 2
CAR Weeks for bundling the work
meetings of the Technical Organisa-

CAR 2 CAR Journal | October 2019

tion. The successive parallel meet-
ings of the Competence Groups
and Task-forces and joint meetings
of the Working Groups and entire
Technical Organisation foster co-
operation and networking result-
ing in a better synchronisation of
the manifold activities. For avoiding
conflicts, the long-term planning of
the CAR 2 CAR Weeks considers the
meeting schedule of the ETSI TC ITS
standardisation as well as known
important international conferenc-
es. From 16 to 19 September 2019
already the 7th CAR 2 CAR Week has
been organised. In average more
than 65 experts participated in each
CAR 2 CAR Week. About 20 parallel
meeting slots per CAR 2 CAR Week
have been used by the Competence
Groups and Task-forces. Further-
more, each CAR 2 CAR Week host-
ed the meetings of the three Work-
ing Groups as well as Opening and
Closing Plenary were organised as
joint meetings. Looking on the num-
ber of meetings, individual experts
have participated in, uncovers that
a significant number of business
trips has been avoided compared
to the former work mode. >>
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>> The face-to-face meetings of the
experts are complemented by ad-
ditional web-meetings on demand.
During the past twelve months at
least 467 web-sessions with 2625
participants have been organised.
In average six experts participat-
ed in a web-meeting, but some
web-meetings even attracted up
to 56 participants. Management
and Administration of the Consorti-
um have organised 145 web-meet-
ings. This number is outperformed
by Document and Release Manage-
ment with 200 web-meetings. Com-
petence Group Security organised
71, CG APP-INF 23, CG RD 19 while
WG Deployment and CG SIM organ-
ised 5 to 4 web-meetings. The fig-
ures of the web-meetings during
the past 12 months show impres-

sively the usage of web-based con-
ference tools avoiding a lot of na-
tional and international business
travels.

To my perception as Administra-
tor of the CAR 2 CAR Communi-
cation Consortium the new work
mode of the Technical Organisation
has proven its advantages regard-
ing improved international coop-
eration, networking and synchro-
nisation of actions and work-flows.
Furthermore, bundling of required
face-to-face meetings and frequent
usage of web-conferences results
in significantly lowering the busi-
ness travel efforts, reducing costs
and the related environmental foot-
print. //

CAR 2 CAR Release 1.4.0 and beyond

by Mario Friedrich | C2C-CC Technical Management

300 changes, 100 new requirements, 2 new documents added - that
are the raw numbers of release 1.4.0. The following article will give
you an inside, what the release 1.4.0 actually stands for. Further-
more, an impression shall be provided, how the Change- and Release
Management are going to address the upcoming challenges, like:

* handling an additional release branch for day two specifi-

cations or

* further specification alignments with C-ROADS.

Achievements

Generally spoken, R1.4.0 was an-
other important step to consoli-
date the C2C-CC specifications, the
basis for the day one deployment.
The specification consolidation of
recent years goes beyond the stabi-
lization of the requirement number
and requirements content. Con-
solidation means also to improve
the requirement structure within

the documents to support efficient
maintenance of CAR 2 CAR specifi-
cations in the heterogeneous C-ITS
standardization contexts. The CAR 2
CAR releases, also visualized in fig-
ure 1 with the statistical informa-
tion, have addressed this consoli-
dation consequently, besides the
feature increase/detailing: >>

CAR 2 CAR Journal | October 2019
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>>

* R1.1.0 (2015) was the first re-
lease in this row, which imple-
mented the needed changes as
suggested by the test specifica-
tion development - an improve-
ment of the requirement quali-

ty

* R1.2.0 (2016) focused on sep-
arating higher level require-
ments like objectives and fea-
tures from the Profile and
Triggering Conditions - to en-
able top-down requirement
management

* R1.3.0 (2018) further detail-
ing of requirements and agree-
ment on versions of referenced
standards - to provide a solid
basis as input to the Delegat-
ed Act

* 1.4.0 (2019) alignment to in-
frastructure requirements - to
improve the interoperability
between vehicle and infrastruc-
ture C-ITS stations further

“ﬁamﬁﬁﬁmffff’fffﬂ-_—r.ﬂr

R1.2.0 R1.3.0 R1.4.0

—MNumber of changes ——Number of requirements

Figure 1: CAR 2 CAR CC Releases

Besides the alignment to infrastruc-
ture requirements in release 1.4.0,
quite some effort has been putinto:

« the two new specifications:
Triggering Conditions and Data
Quality Pre-Crash Information
and ASN.1 extension for Pre-
Crash;

CAR 2 CAR Journal | October 2019

+ rework of Protection Profile V2X
Hardware Security Module;

* improvement of position and
timing requirements and

* introduction of PTW aspects in
our specifications.

Many thanks indeed to all who
made this release once more a
success!

The following Release 1.5.0, which
is planned for December 2019, will
complement the results of R1.4.0.
The work in 2019 is therefore tar-
geting to fix the day one feature set
with the releases 1.4.0 and 1.5.0.
This settlement will enable C2C-CC
to move the focus towards day two
specifications.

Road ahead

In 2020 we will experience how the
processes to elaborate and main-
tain the CAR 2 CAR specifications
will be raised up one more level.
As the first C-ITS stations are in the
field, new topics need to be consid-
ered in the processes. There will
be these two pillars supporting a
seamless deployment:

1. internal processes:
consideration of topics like
“product life cycles” and “back-
ward compatibility” or intro-
duction of release branches for
handling of day one and two
specifications in parallel and

2. inter-organizational processes:
for active cooperation with
C-ROADS

A continuous process improvement
is the key to build and to strengthen
these pillars to support a seamless
CAR 2 CAR specification develop-
ment and by this a seamless de-
ployment. The C2C Technical Man-
agement is doing such continuous

>>
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>> process improvements together
with the CCB or other dedicated ex-
pert groups.

Internal processes

This way, quite some topics have al-
ready been prepared especially for
internal processes. One example is
the definition of the term backward
compatible (see also figure 2). This
definition ensures an efficient dis-
cussion within the Change Manage-
ment process now.
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Definition: An ITS Station 5., is said to be compatible . System of cooperating ITS Station:
to anather S, if 5,,, is able to interact with ather ITS _ —
Stations (which were left unlouched) and '““: 'E.E?

designed o communicabe with S, /—_‘ ‘\II
(i i@

© '@’ ©

An ITS Station S, is said ko be
backwards compatible 1o TS Station Slf'l
5,if 5., is compatible btz 5, and

5,41 % a successor of 3,

ITS = lalaBigand Trarapor! Syabens
Figure 2: extract of C2C-CC's Backward Compatibility definition

Another example is the ramped-up
Document Development process.
This new process will be the basis
for the quality assurance at the be-
ginning of the day two specification
development:

* on one hand, it provides more
room/freedom for creativeness
than the strict Change Manage-
ment process and

+ on the other hand, it ensures
the document quality very well
based on several review cycles.

The Document Development pro-
cess comes along with a positive
side effect. It ensures a high aware-
ness of the new specification ma-
terial by all partners. Yet, when the
day two specifications have reached
a critical mass, the Change Manage-
ment will take over more and more
the quality assurance instead of the
review based quality assurance.
Especially after the first day two
branch release:
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* The Change Management pro-
cess will ensure a synchronized
error correction in both branch-
es then. To allow this, all RfCs
will provide the solutions for
day one and the day two spec-
ifications.

C2C CC has started to establish its
specification development process-
es already in 2015, e.g. with the
Change- and Release-Management
processes. This has been comple-
mented by the new Document De-
velopment process now, which has
been prototypically and very suc-
cessfully applied for the first three
documents in 2019.

On this solid basis of internal pro-
cesses the also needed inter-organ-
izational processes can be robustly
ramped-up.

Inter-organizational processes
The first steps have also been tak-
en to build-up the second pillar to
support a seamless deployment -
the inter-organizational processes.
The discussion has started, how to
align the release schedules of CAR
2 CAR and C-ROADS with common
synchronization milestones for a
well-managed alignment. Such a
top-down approach will be the first
step towards an efficient require-
ment harmonization between both
organizations and might be detailed
as appropriate.

This topic is currently worked on.
So, more details can be expected in
the next newsletter and first posi-
tive effects should be noticeable at
the beginning of 2020.

Talking so much about processes
might not exclusively create posi-
tive emotions. But this is indeed un-
founded for the CAR 2 CAR process-
es.

>>
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>> Tallo.r‘_ed processes en- py about any hints. So, do not hes-
sure efficiency itate contacting me if you see the
The CAR 2 CAR processes, which are  possibility of enhancements.

developed from scratch or are tai-
lored e.g. based on processes of re-
lated organizations, are always in-
tended to make: 1/

+ the daily work of the CAR 2 CAR
experts more and more effi-
cient and

| am looking forward tackling the fu-
ture challenges together with you!
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Mario Friedrich

CAR 2 CAR Technical Management

* decision fmdmg processes Mario Friedrich Consulting
transparent and also reproduc- Fliederstrale 1

. . . 14550 Grol§ Kreutz OT Schenkenber:
ible in later project phases 8
. . Phone: +49 179 4905302
| am always seeklng for further im- E-Mail: mario.friedrich@friedrich-skb.de

provements and would be very hap-

Competence Group Powered Two Wheeler (PTW)

by Hennes Fischer | Yamaha Motor Europe N.V.

Triggering Conditions for sever- for Powered Two Wheelers. Most
al Day 1 use cases differ between problematic issue is Yaw rate. Un-
Powered Two Wheelers and cars. like cars, motorcycles are leaning
The Competence Powered Two when cornering and there is no yaw
Wheeler (PTW) driven by the motor-  rate as specified in the message set.
cycle OEM Honda, Yamaha, Kawa- The group will discuss solutions to
saki and KTM worked together with  be specified.

other C2C- CC members to include

motorcycle specific requirementsin  Localization requirements
the BSP 1.4. The actual Version now  for PTW

features several notes when Pow-
ered Two Wheels will trigger certain
Use Cases, such as broken down or
stationary vehicle. In future releas-
es more of such requirements for
PTW will be included.

Motorcycles are usually less than 1
metre wide and their position with-
in their lane is an important infor-
mation to determine critical situa-
tions. In other words, it makes quite
a difference if a rider keeps left or

PTW Group works with POT|  "ghtside of his lane.

Group Tests on public roads

In addition, the group is working As to be expected, currently used
on solutions for CAM messages to- automotive systems do not provide
gether with POTI Group, since some  enough accuracy on lane specific
fields in those are not compatible positioning. Furthermore it >>
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>> turned out that ‘Dead Reckon-
ing’ the calculation of the motorcy-
cle trajectory under weak GPS sig-
nals is more demanding compared
to cars. While for cars steering an-
gle and differential speed of wheels
are key information to calculate a
trajectory, for motorcycles both key
information is not available. The dif-
ferential speed of both wheels of a
motorcycle do not indicate and di-
rectional change only driven speed
itself. In addition, even more: mo-
torcycles do not have steering an-
gle, which would allow a calculation
of their trajectory, since motorcy-
cles are steered by inertia. Leaning
angle, speed and most important
centre of gravity are key parame-
ters. Particular centre of gravity is
very difficult to measure, since the
rider and his positioning on the bike
have a massive influence to the cen-
tre of gravity.

Together with members of CMC
(Connected Motorcycle Consorti-
um), members of the Competence
Group PTW conducted road tests
involving specialists from POTI
Group to verify if motorcycles can
fulfil C2C-CC specifications for local-
ization laid down in the Basic Sys-
tem Profile. The results of the road
tests are currently analysed and are
feedback for discussion in the POTI
Group of C2C CC.

The motorcycle team during Antenna Testing on public roads (source: CMC)

Page 20

Antenna tests for PTW and
white paper issued

For cars, antenna performance cri-
teria have already been discussed
and developed since a long time.
For motorcycles however, this is not
so easy: due to their particular ve-
hicle dynamics, size and layout, the
antenna development poses quite
a challenge. The OEM in the PTW
Competence Group have conduct-
ed tests in the Connected Motorcy-
cle Consortium in special measure-
ment chambers and is also verifying
the test results in real riding condi-
tions on the road.

Best position for the antenna is front of motorcycle (source: CMC)

The ideal position of a motorcycle
antenna is a location on the front
of the motorcycle. Most critical sit-
uations occur along the direction of
riding and this is when C-ITS com-
munication is needed to inform oth-
er vehicles of a motorcycle in critical
range. However, due to leaning an-
gle of motorcycles while cornering,
the antenna performance decreas-
es with amount of lean angle. The
corridor of antenna transmission
becomes narrower. This results in
a weaker transmission of signals
to each side of the motorcycle. Ac-
cident scenarios based on studies
carried out by academia and CMC
will determine the threshold of such
decreasing performance. >>
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The localisation test took place on public roads to compare requirements for cars
and motorcycles (source: CMC)

>> The requirements current-
ly worked out by CMC experts will
be handed over to C2C CC experts
to commend. The White Paper de-
scribes standards for motorcycle
ITS systems.

Synergies with electric bicy-
cles

While the PTW group is concentrat-
ing on motorcycles and scooters ,
they believe, that in the future, also
Speed Pedelecs (e-bikes) will re-
quires attention. Their vehicle dy-
namics is comparable to mopeds
or smaller motorcycles/scooters
and they may face similar challeng-
es like Powered Two Wheelers. //

IEEE 802.11bd - A seamless evolutionary access

layer for ITS-G5 / DSRC

by Bettina Erdem | Continental

1. Introduction

In 2010, the IEEE took an important
step to enable direct, short range
vehicular communication, with the
publication of the Wireless Access
for Vehicular Environments (WAVE)
amendment of the widely deployed
IEEE 802.11 wireless local area net-
work standard. The amendment,
formally IEEE Std 802.11p-2010, in-
troduced a new ad hoc type of com-
munication called “outside the con-
text of a BSS*” (OCB) that does not
need the usual Access Point-based
network. OCB is the key to enabling
extremely low latency and high re-
liability communication for moving
vehicles.

The C-ITS community, including
ETSI and C2C-CC, have designed ITS
G5 technology using IEEE 802.11p

*BSS: Basic Service Set

CAR 2 CAR Journal | October 2019

as an access layer foundation.
Extensive testing in Europe, the U.S.,
and other regions, has demonstrat-
ed the ability of IEEE 802.11p-based
systems to support a wide range of
vehicle-to-everything (V2X) use cas-
es for road safety, improved traf-
fic efficiency, reduced emissions,
and support of automated driving.
These systems are now in deploy-
ment in Europe, the U.S., and Japan.

In March 2018, an IEEE Study Group
named Next Generation Vehicular
(NGV) was formed to work on an
amendment to the IEEE standard
for enhanced V2X communication
technologies. In December 2018,
the |EEE-SA approved this pro-
ject creating a Task Group with the
goal of producing IEEE 802.11bd, a
seamless evolution path for IEEE-
based V2X communications. >>
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>> This amendment targets higher
spectral efficiency, increased relia-
bility and extended range, while en-
suring backwards compatibility with
the existing deployed systems in the
5.9 GHzITS band. The latter, is an es-
sential element for IEEE 802.11bd to
provide a seamless evolution path
from IEEE 802.11p. The promise
is that 802.11bd devices in the fu-
ture will receive transmissions from
any 802.11p device and will be ca-
pable of transmitting in a way that
802.11p devices can receive and
decode. With this promise, today's
investments in 802.11p technolo-
gy are fully protected. IEEE 802.11p
can continue to be deployed today;
when |EEE 802.11bd is fully stand-
ardized and tested, implementa-
tions can seamlessly adopt the next
generation technology.

IEEE has a proven track record of
seamless evolution through their
releases of key amendments like
IEEE 802.11a/g/n/ac/ax. By contrast
to the IEEE evolution approach, a
disruptive evolution to a technology
incompatible with 802.11p would
undermine and discourage the in-
vestments that are needed today in
order for society to realize the po-
tential of direct V2X communication,
and might permanently prevent in-
teroperability among major auto-
motive stakeholders (vehicle man-
ufacturers and road authorities). A
cornerstone of achieving the back-
ward compatibility and interopera-
bility goal is that IEEE 802.11bd will
use OCB communication, frame for-

Freguency

[ c] 11bd-51G

Legacy IEEE 802.11p
preamble 11k prsamnibie

IEEE 802.11bd packet format with legacy preamble, repeated SIG and new DATA symbols

COMMUNICATION CONSORTIUM

mats, and channel access rules that
are consistent with IEEE 802.11p.

The goal of faster and more relia-
ble communication recognizes that
IEEE has developed even more ad-
vanced capabilities in recent years,
for example in the IEEE 802.11ac
and |EEE 802.11ax amendments.
Some of these advanced capabil-
ities are not yet available for OCB
communication or in the 10 MHz
channels that have been chosen to
optimize vehicular communication.
IEEE 802.11bd will specify these ca-
pabilities for OCB and for 10 MHz
channels, and will introduce addi-
tional improvements as well, such
as a capability for localization.

Automotive stakeholders are join-
ing forces with IEEE 802.11 wireless
LAN experts to maximize the value
that IEEE 802.11bd will provide to
the automotive community.

2. Evolution of IEEE 802.11p
to IEEE 802.11bd

2.1 Interoperability

IEEE 802.11bd allows a smooth
transition from legacy (IEEE
802.11p-based) systems to the new-
er standard. It capitalizes on exist-
ing deployments and infrastructure
investments throughout the world
by using the same frequency chan-
nel without causing any disruption
to legacy C-ITS stations. Interoper-
ability in IEEE 802.11bd is achieved
through the use of a compatible
waveform structure as shown in the
following figure. >>

11bd data
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>> Moreover, a common channel
access mechanism is used where
all messages are transmitted fol-
lowing the same “listen-before-talk”
principle and use the same carri-
er sensing mechanism. The asyn-
chronous and non-persistent type
of V2X messages fit very well to typ-
ical V2X networks, where messag-
es (such as ITS-G5 CAM) are very di-
verse and non-persistent in terms
of message size and transmission
rate, since the mechanisms trig-
gering the message generation are
tightly coupled to the dynamics of
the vehicle (as change in position,
speed and/or heading).

Itis envisaged that when a next-gen-
eration C-ITS station detects the
presence of legacy stations in its vi-
cinity, all safety-related messages
will be transmitted as per the IEEE
802.11p standard, so that the leg-
acy stations can decode the con-
tent of the messages. When no
legacy stations are detected, trans-
mitted messages could use the full
potential of IEEE 802.11bd and its
increased performance. Even in this

will always be detectable by the leg-
acy stations due to the use of the
same preamble. Finally, the upper
layers of the ITS stack, for example
the ITS-G5 GeoNetworking or DSRC,
will still be able to function without
any modifications.

2.2 Technical advances of IEEE
802.11bd

2.2.1 Introduction

The IEEE 802.11bd task group has
taken an evolutionary approach
which leverages some of the tech-
nical advances successfully tested
and standardized in recent wireless
IEEE 802.11 standards, such as in
IEEE 802.11n, IEEE 802.11ac or the
upcoming 802.11ax. The obvious
benefit of this approach is the reuse
of existing work but also increased
confidence which comes from the
use of field-proven technologies.

2.2.2 Physical layer (PHY) improve-
ments

A number of PHY improvements
have been introduced, most of them
pertaining to the I|EEE 802.11bd
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situation however, the new packets mode of transmission >>

Mix of legacy and next-generation C-1TS stations Environment with next-generation C-ITS stations only

i _‘ 11p-capable vehicle

u i 11bd-capable vehicle

11p transmission

dmmmmfy  11bd transmission

Interaction between legacy ITS-G5/DSRC based IEEE 802.11p vehicles and IEEE 802.11bd vehicles
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>> (when no legacy IEEE 802.11p
stations are detected in range).
Some however also apply to the
IEEE 802.11p legacy mode. These in-
clude more stringent requirements
on selectivity, sensitivity and out of
band emissions, as well as the intro-
duction of adaptive repetitions.
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Error correction: One of the most
important improvements in the
PHY is the use of Low Density Par-
ity Check (LDPC) forward error-cor-
rection coding. LDPC has been in-
troduced in IEEE 802.11n and offers
increased spectral efficiency com-
pared to the Binary Convolution-
al Code (BCC) scheme used in IEEE
802.11p. As such, LDPC has also

IEEE 502.13p IEEE B02.11bd | Benefitsof ILEE802.11bd Koo chosen for 5G due to its fa-
Modulation EPSE, (UFSE, 16 BESK, (FSK, 16 13% higher throughput vorable performance compared to
AN B O Turbo codes employed by 4G sys-
tems.

Error correction BOC BCC & LDPC 2-3 dB lower sensitivity =>
Range extension Channel tracking: The main differ-
Channel 10MHz o 20 MHz | Interoperable 10 | Improved interaperability ence between a state-of-the-art [EEE
o M1z and 20 Wiz 802.11p and a common Wi-Fi (IEEE
Data subcarriers a3 48 & 52 8% higher throughput 802.11a) receiver is the ability of the
MIMO /A 242 MIMO 2 higher throughput fgrmer to o.perate under high mo-
Frequency bands 5.0 GHz 5.0 GHz & 60 GHe: | Mew applications EII‘:;{'I cgpilréohzsr W_ll_mss?seendoswo; dE;(:))/g
:-."“F::;m Ny u::._- ::T::L:;;R Range extersion possible through the use of proprie-
tary technologies and involves com-
Localization M Supported | Mew applications plex signal processing algorithms
DCM mode NjA Supported 3 dB lower sensitivity = for estimating the rapidly changing
Range extension wireless channel conditions in mo-
Channel tracking Froprietary M::ﬂzl'.'zi ; Lower complexity receiver bile environments. In IEEE 802.11bd
E— a new scheme is introduced which
Range sxtension and LDPC (midambles) in-between the data
— | E——— symbols. The midample symbols
Throughput throughput allow updating the estimate of the

Toolbox of technical advances of IEEE 802.11bd compared to IEEE 802.11p

wireless channel conditions in mo-
bile environments, simplifying the
receiver design at a cost of lower ef-
ficiency. >>

Channel estimation is
performed here
IEEE 802.11p 8
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Preamble-based vs midamble-based channel estimation
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>> Modulation: Another im-
provement is the support of 256-
QAM which allows for a potential
throughput enhancement of 33%
compared to 64-QAM as already de-
fined in 802.11p.

Data subcarrier: An addition-
al throughput gain of 8% comes in
IEEE 802.11bd from the use of 52
data tones compared to just 48 in
IEEE 802.11p.

MIMO: Support for MIMO technolo-
gy is also specified in IEEE 802.11bd
offering a potential gain in unicast
transmissions of 2 times higher
throughput.

Range extension: In addition to
improvements in throughput, the
need for supporting higher robust-
ness and thus longer transmission
ranges is also being addressed in
IEEE 802.11bd. One of the meth-
ods chosen to achieve this goal was
through the use of Dual Sub-Car-
rier Modulation (DCM) technology
where each data symbol is trans-
mitted in two subcarriers, therefore
increasing the diversity gain which
translates to 40% longer transmis-
sion range.

Adaptive retransmissions: An-
other method to increase robust-
ness and operation range on |IEEE
802.11bd is through the use of
adaptive retransmissions which can
improve performance for both leg-
acy and next-generation receivers.
In the former, retransmission of
the same packet multiple times im-
proves the probability of reception
without requiring any special pro-
cessing. In the latter however, sig-
nal processing methods can be ap-
plied to further increase this benefit
by combining the received noisy sig-
nals.
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2.2.3 MAC changes and improve-
ment

IEEE 802.11bd also has a few chang-
es at MAC level like the indication of
next-generation capabilities (in the
duration/ID field of the MAC head-
er) and unicast communication in
Outside the Context of a BSS (OCB)
mode.

2.2.4 Localization improvement
The IEEE 802.11bd scope also in-
volves the introduction of at least
one mode of localization. The exact
technical methods to achieve this
are yet to be defined but round-trip-
delay measurements have already
been proposed.

2.2.5 mm-wave support

In addition to the PHY/MAC im-
provements introduced above, the
IEEE 802.11bd group has decid-
ed to investigate the use of 60 GHz
for V2X. The large amount of unli-
censed bandwidth available in this
frequency range opens the door to
numerous interesting new applica-
tions which require ultra-high band-
width.

2.2.6 Opportunities for new appli-
cations

The following applications are ex-
tended in their functionality with
IEEE 802.11bd:

Sensor Sharing: Vehicles periodi-
cally broadcast all detected objects
from all sensors and receive object
information from surrounding vehi-
cles.

Multi-Channel Operation: Enables
concurrent multi-channel operation
where one channel is used for safe-
ty messages whereas the second is
used for non-safety messages.

>>
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>> Infrastructure Applications:
Transmission of messages from in-
frastructure to vehicles and from ve-
hicles to infrastructure. These may
involve high amount of data, e.g. Cer-
tificate Revocation List (CRL), data-
bases or high-definition map data.

Vehicular Positioning & Location:
Positioning of the vehicle with re-
gard to other road-users to improve
automotive radar or GNSS localiza-
tion in areas of no or low service
coverage.

Automated Driving Assistance:
Coordinated vehicle manoeuvres
where vehicle shares their future
path and potentially adjusts it ac-
cording to paths of vehicles in prox-
imity.

Aerial Vehicle ITS: Aerial Vehi-
cles provide road safety and traffic
monitoring functions with LoS con-
nectivity. These can be deployed
flexibly and dynamically to control
heavy traffic congestion.

Train-to-Train: For safety critical
and efficient operation. Autono-
mous train protection & operation
(ATP/ATO): collision avoidance, re-
mote control, automatic coupling
and train integrity; virtual coupling
(platooning).

Vehicle-to-Train: For safety criti-
cal and efficient operation. Shared
space at level crossings, shared
spectrum for 5.9 GHz ITS band be-
tween V2X and urban rail commu-
nications.

V2V see-through: Vehicles share
their own views to each other to
construct see-through view. The
views are used for safety and driv-
er/passengers usage. Example sce-
narios include platooning and ur-
ban traffic monitoring.

2.3 Timeline

Currently, the BD Task Group is
in the phase of receiving techni-
cal contributions, based on which,
the first draft version (D0.1) of this
amendment will be created. The tar-
get date for this is November 2019,
whereas the final version is target-
ed for December 2021.

®

Projected timeline for IEEE 802.11bd

3. Conclusion

The IEEE 802.11bd standard is an
evolutionary extension of the exist-
ing IEEE 802.11p (part of 802.11-16)
standard. It adds significant build-
ing blocks to enhance the perfor-
mance and flexibility of the access
layer used in ETSI ITS-G5 and DSRC.
It is fully backward compatible and
interoperable with the existing im-
plementations of IEEE 802.11p as
part of ITS-G5 or DSRC WAVE. The
extension can use the same chan-
nels without penalizing the perfor-
mance of legacy IEEE 802.11p devic-
es. It is worth mentioning that the
legacy IEEE 802.11p communication
is already supporting all the envis-
aged C-ITS applications of the C2C-
CC roadmap up to highly automat-
ed driving, while the IEEE 802.11bd
can further improve the capabilities
of existing as well as future devices
and applications.

The newly added building blocks in
IEEE 802.11bd extend the existing
toolbox of IEEE 802.11p by adding
features that can increase the ro-
bustness, the range of the access
layer and can increase the available
data rates in support of >>
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>> upcoming applications in co-
operative ITS systems like Collec-
tive Perception Message (CPM) and
Maneuver Cooperation Message
(MCM) applications.

All investments performed today in
deploying IEEE 802.11p will also be
available for IEEE 802.11bd. As well
as |EEE 802.11bd improvements
might apply to the legacy 802.11p
and benefit the already deployed
stations. //

Functional advances of IEEE 802.11bd including the IEEE

802.11p functionalities

Since 2016, the C-Roads Platform has endeavoured to improve safe-
ty and efficiency of road transport by harmonising the European per-
spective for C-ITS deployment. In their commitment to C-ITS services
being regarded a key enabling technology, the European Commission,
Member State representatives, municipalities, OEMs and technology
providers have aligned their efforts on implementing cooperative ser-

vices within and across borders.

2019 has been a busy year for the
C-Roads Platform on various levels.
New collaborations were sealed,
cross-site testing has progressed
and new focus areas of C-ITS deploy-
ment were defined, especially when
looking at the increased inclusion
of urban areas. Most prominently,
the C-Roads Platform was enlarged
in summer 2019 by the two new
core members Greece and Ireland,
thus currently uniting 18 European
States in coordinating their nation-
al pilots and cross-site testing activi-
ties. In this way, C-Roads will ensure
European cohesion of C-ITS deploy-
ment and is currently preparing a
sustainable roll-out of services. The
new core members will support the
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piloting of Day 1 and Day 1.5 C-ITS
services by using a balanced mix-
ture of ETSIITS G5 and cellular com-
munication technologies.

With the collaboration sealed be-
tween DATEX Il and the C-Roads
Platform, two major European ini-
tiatives for harmonisation join forc-
es against the background of C-ITS.
Both of them have used various op-
portunities to demonstrate their
technical and strategic importance
in increasing the safety and efficien-
cy of transport in Europe and be-
yond. With high potential for syner-
gies, a cooperation between DATEX
[l and C-Roads was the logical next
step. For this reason, it is sensible
to adapt the DATEX Il model with >>
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>> regard to the developments of
C-ITS services. Requirements will
be harmonised and aligned in both
C-ITS and DATEX Il messages in or-
der to guarantee an efficient ex-
change of information. The dif-
ferent requirements need to be
considered for the future standardi-
sation process of data exchange be-
tween road operators and C-ITS sta-
tions.

As of 2019, a new working group
(WG4) was established in C-Roads
that addresses city authorities and
focuses specifically on urban de-
ployment of C-ITS. With the support
of the C-Roads Platform partners,
cities can discuss their specific re-
quirements for targeted C-ITS roll-
out. More than 40 cities all over Eu-
rope have already started the work
on designing use cases and imple-
menting services. The next steps
will include a reflection of the re-
cent platform outcomes with a clear
focus on necessary changes and
adoptions in order to map them to
urban areas as well. The main top-
ics are C-ITS aspects of high rele-
vance to cities like public transport
priority at traffic lights. The benefit
of WG4 will be to have one interface
with the OEMs, thus facilitating sup-
port services delivered by city au-
thorities.

In terms of technology, the latest re-
lease (v1.5) of the harmonised com-
munication profile for Cooperative
Intelligent Transport (C-ITS) servic-
es was published in August 2019
and is the first to include specifi-
cations for hybrid communication.
As such, it defines a basic interface
that facilitates IP-based information
exchange and thus provides a ba-
sis for back-end exchange of C-ITS
messages. In this way, the same
C-ITS messages can be provided
through different channels, mainly
ITS-G5 and cellular. Based on prov-
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en standards, the basic interface is
operational for common C-ITS mes-
sages and was fine-tuned with the
automotive industry, represented
by the C2C Communication Consor-
tium. However, it will gradually be
upgraded with additional message
types. In parallel, C-Roads will now
start investigating improved inter-
face functionality to better support
different national deployment mod-

els.

Building upon a strong joint vision
for the harmonisation of C-ITS in Eu-
rope, the C-Roads Platform will con-
tinue to rely on the fruitful cooper-
ation with the C2C Communication

Consortium. //

Martin Bohm

C-Roads Secretary General

AustriaTech GmbH
Raimundgasse 1/6
A-1020 Vienna Austria

E-mail:
Web:

Twitter:

martin.boehm@austriatech.at
www.c-roads.eu
@cRoadsPlatform
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The SAFERtec project - as intro-
duced in the 20th issue of the Car 2
Car Newsletter in May, 2018 - is an
ongoing H2020 EC-funded research
and innovation action introducing a
cost-effective ITS security assurance
framework. Currently the projectis
performing the experimental evalu-
ation of the framework through V2|
(Vehicle-to-Infrastructure) and V2C
(Vehicle-to-Cloud) communication
instances realized in carefully se-
lected use cases that expose a large
attack surface and/or trust-estab-
lishment processes among numer-
ous involved entities. Investigation
takes into account security, privacy
and safety (reliability and trustwor-
thiness) at all stages of the analysis;
threat, vulnerability and risk assess-
ment.

The latest achievement of the pro-
jectis the launch of a modular, flex-
ible and scalable protection profile
(PP) for the V-ITS-Station as the Tar-
get-of-Evaluation (adopting a gener-
ic V-ITS-S architecture that can lend
itself to a variety of real-world im-
plementations)

The PPs (base and modules) that
are subject to regular updates, may
be downloaded from the following
link:

https://www.safertec-project.eu/pub-
lications/modular-pp/

The approach taken by SAFERtec
presents certain advantages of rel-
evance:

* Extensibility: When consid-
ering another ToE such as the
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Road-side Unit, there is no need
to study again the included
communications units; the cor-
responding PP module of our
solution can be used instead.

* Upgradability: New features
or completely new modules can
be attached to the PP without
the need for a structural redefi-
nition of the considered system.

* Integration capability: Exist-
ing and widely accepted PPs
such as the one for the Hard-
ware Security Module (HSM)
can be seamlessly integrated as
modules.

Based on the above contribution,
the SAFERtec vision is to provide a
reference for the standardization of
the connected vehicles/ITS systems
security evaluation.

We encourage interested partners
to regularly check the SAFERtec
website for updates and more in-
formation. 7/

Dr. Angelos Amditis

Institute of Communication and Computer Systems (ICCS)

9, Iroon. Polytechniou Str.,
157 73 Zografou
Greece

E-mail:  a.amditis@iccs.gr

This project has received fund-
ing from the European Union’s
Horizon 2020 research and in-
novation programme under

grant agreement no 732319
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