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1 Introduction

1.1 Document Overview

Other (informational) PP_HSM 7

This document defines a base Protection Profile (base PP) and Packages (chapter 7) for a V2X
Hardware Security Module.

Chapter 1 gives a description of the PP and the TOE. This description serves as an aid to
understand the security requirements and the security functions.

Chapter 2 states the conformance claims made.

In chapter 3, the security problem definition of the TOE is described. This includes assumptions
about the environment of the TOE, threats against the TOE, TOE environment and organizational
security policies that are to be employed to ensure the security of the TOE.

The Security Objectives stated in chapter 4 describe the intent of the Security Functions. The
Security Objectives are divided into two groups of security objects, for the TOE and for the TOE
environment.

Chapter 5 describes the extended components; namely the FCS_RNG component related to the
random number generation and FCS_CKM.5 related to cryptographic key derivation.

In chapter 6 the IT security functional and assurance requirements are stated for the TOE. These
requirements are a selected subset of the requirements of part 2 and 3 of the Common Criteria
standard.

Chapter 7 addresses Packages covering some optional TOE specifics.

1.2 Executive Summary

Other (informational) PP_HSM_ 9

The V2X HSM is used for high assurance cryptographic operations and key management serving
a Vehicle C-ITS Station (VCS). The assurance level EAL4 augmented with ALC_FLR.1 and
AVA VAN.4 has been chosen as appropriate for a Secure Hardware Module resisting threat
agents possessing a Moderate attack potential.

1.3 TOE Overview

Other (informational) PP_HSM_11

The TOE, V2X HSM (Vehicle-to-anything Hardware Security Module) is used for secure
cryptographic operations and key management.

The TOE type is a Hardware Security Module (HSM) and consists of hardware and software.
Guidance documentation for the integration and operation of the TOE in its intended environment
is also included.

The TOE serves a communication device (VCS) in Cooperative Intelligent Transport System (C-
ITS).

The TOE is intended to be used in vehicle or in stationary deployments.
The TOE has an interface towards the VCS.

Several deployments are possible, following figures shows for instance VCS and V2X HSM in
separate IC (Figure 1) or in same IC (Figure 2):
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Part of the

ITS Interface ﬁ

V2XVCS Not part of

Interface the TOE
< » V2X VCS < V2X HSM

IVN Interface

V2X Station

or Internet

A

Figure 1. TOE system overview, external V2X HSM

Other (informational) PP_HSM_13

Part of the

ITS Interface ﬁ

V2X VCSH Not part of

Interface the TOE
< » \V2X \[CS <> \2X HSM

IVN Interface

A

V2X Station

or Internet

Vehicle

Figure 2: TOE system overview, integrated V2X HSM

Other (informational) PP_HSM 201
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The TOE boundary is a tamper resistant hardware module including the software required for its
functionality. The link between the VCS and HSM must be secured by physical and/or
cryptographical measures.

The V2X HSM receives data from the VCS; this data is handled at the security level offered by
this VCS; transfer of those data to the V2X HSM is then handled by the operational environment,
protected at VCS security level.

In case of external HSM architecture, interfaces are directly exposed to external environment; in
such case additional verifications on access to the Secure Services defined in base PP (see Table
3) should be implemented; such additional feature is covered by the Communication Link
Extended Protections Package.

In case of import of ECC private keys to be used in the Secure Services is supported by the TOE,
one of the two Private Key Import Packages need to be claimed.

In case of software update is supported by the TOE, the Software Update Package needs to be
claimed.

In case of key derivation is supported by the TOE, the Key Derivation Package needs to be
claimed.

1.3.1 Usage and Major Security Features of the TOE

Other (informational) PP_HSM_15
The TOE supports the VCS with cryptographic operations and key management functionality.
The TOE major security features are:

- Random number generation

- V2X Key Management

- Digital signature generation

- User data ECIES encryption/decryption

- Self-protection

1.3.1.1 Random number generation

Other (informational) PP_HSM 209
A random number generator is used for key generation and as an external service for the VCS.

1.3.1.2 V2X Key Management

Other (informational) PP_HSM 19
The V2X HSM handles key generation and secure internal or external storage of private keys.

The TOE generates ECC asymmetric key pairs for use in ECDSA digital signature generation.
When generated inside the TOE, the generated public keys are exported to the VCS.
In the V2X context, the following set of ECDSA keys will be generated:

- Canonical Key: used to sign initial EC request;

- Enrolment Credential Keys: used to sign AT/EC requests;

- Authorization Ticket Keys: used to sign ITS messages.
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The TOE also generates ephemeral ECC asymmetric key pair for the need of ECIES encryption
scheme (see ECIES encryption section). In V2X context, such operations are performed when
confidentiality is needed, then in phase 3 and/or 4, see section 1.3.2.

Generated private keys are stored and protected by the TOE.
Keys and related cryptographic material can be destroyed when no longer needed.

1.3.1.3 Digital Signature Generation

Other (informational) PP_HSM 17

The TOE generates digital signatures according to the ECDSA (Elliptic Curve Digital Signature
Algorithm) scheme serving the VCS for data and entity authentication supporting ETSI standards
TS 103 097 and TS 102 941:

- Data integrity and origin authentication: an ITS message is signed by an AT private key to
generate a proof of authenticity and integrity for the recipient

- Entity authentication: EC/AT requests are signed by Canonical/Enrolment Credential
private key to authenticate the TOE to the Certification Entities (EA/AA).

1.3.1.4 ECIES encryption/decryption

Other (informational) PP_HSM 202

When ITS message confidentiality is requested, the VCS generates a secret data encryption key,
encrypts the message with the data encryption key and invokes ECIES encryption service from
the V2X HSM. The TOE receives as inputs: the recipient public key, key derivation and encoding
parameters, and the VCS data encryption key and uses ECIES (Elliptic Curve Integrated
Encryption Scheme) for encryption of the data encryption key. The encrypted data encryption key,
the authentication tag and the sender ephemeral public key are exported to the VCS, see Figure
3. The corresponding decryption process is described in Figure 4. Parameters and formats for
ECIES are stated in [TS 103 097].

Other (informational) PP_HSM_20
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V2X VCS Encrypted Message

Key Generation Message ;
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Key Pair
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Figure 3: TOE input/output for message encryption

Other (informational) PP_HSM_21
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Message
Decryption Message
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I
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Nonce + Encrypted Data Encr Kej

|
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Encrypted
Data Encr
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Parameters
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Decryption
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Figure 4: TOE input/output for message decryption

1.3.1.5 Self-protection

Other (informational) PP_HSM 24
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The TOE provides a resistance to Moderate attack potential based on hardware and software
security measures allowing failure and physical attack resistance with preservation of a secure
state.

1.3.1.6 VCS Communication

Other (informational) PP_HSM_26

In deployment with external HSM (Figure 1), the TOE and the VCS shall have the capability to
authenticate each other when communicating over their common interface. In deployment
integrated HSM (Figure 2), the VCS 1T V2X HSM communication is secured by physical means.

1.3.2 TOE life-cycle

Other (informational) PP_HSM 203

The TOE life cycle may be described in five phases: Development, manufacturing, platform
integration, operational usage, and end-of-life. Because the TOE may support Software update
functionality, the TOE life cycle distinguishes two cases:

9 Case 1: Initial provisioning of the TOE hardware and software
1 Case 2: Software update of the TOE

Other (informational) PP_HSM 204
Case 1
The case 1 of the TOE life cycle can be summarized as follows:

1 TOE Development (Phase 1)
This phase comprises the development of the TOE hardware and the TOE software.

1 TOE Manufacturing and Delivery (Phase 2)
This phase comprises the production of the integrated circuit, the loading of TOE software or
parts of the TOE software into the non-volatile memory of the integrated circuit, testing and
delivery to the platform vendor.

9 Platform Integration (Phase 3)
During this phase, the TOE is integrated on the platform and delivered to the customer of
the platform integrator.
In case of an external HSM, the platform integrator equips the TOE with keys to mutually
authenticate the VCS with the TOE and to establish a secure messaging connection to the
VCS.

1 Operational Usage (Phase 4)
During this phase, the TOE is prepared for operational usage and used in the environment
of the end-user. The preparative procedures for operational usage include secure
acceptance of the delivered TOE.

i TOE End-of-Life (Phase 5)
In this phase all assets are not available anymore. The TOE may still provide its status.

The phase at which the injection and/or generation of the TOE software authentication key,
canonical key, and other keys is performed shall be defined in Security Target.

Other (informational) PP_HSM_204
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Phase 1: TOE development
TOE software development
TOE hardware development

|

Phase 2: TOE manufacturing and delivery

TOE hardware manufacturing

TOE software (partial) loading

TOE Delivery point

A

Phase 3: Platformintegration
TOE implementation on platform and connection to VCS
Generation and insertion of VCS authentication keys

}

Phase 4: Operational usage

Preparation of the TOE for operational usage

Secure acceptance of the delivered TOE platform vendor

!

Phase5: TOE End-Of-Life

All TOE assets are not available anymore.

Figure 5: TOE life cycle case 1

Other (informational) PP_HSM_ 205
Case 2

In case 2 of the TOE life cycle the TOE hardware and parts of the TOE software of a previously
certified TOE are used for access, integrity and authenticity control of the installation of the new
software running on the same hardware and building a new TOE. The parts of the previously
certified TOE may be run through the life cycle phases 1-4 as in case 1 or in case 2.

The following steps describe the life cycle case 2 for the updated software parts only. The TOE
hardware is already delivered to the platform integrator or the end-user.

1 TOE Development (Phase 1):
This phase comprises the development and testing of the TOE software updates to be
installed on hardware of a previous TOE.

1 TOE Manufacturing and delivery (Phase 2):
The TOE manufacturer creates software update and delivers it to the platform integrator or
to the end-user.

1 TOE Update (Phase 3):
The platform integrator or the end-user uses the update functionality to install the new TOE
software on the hardware of the previous TOE.

1 Operational usage (Phase 4):
The preparative procedures for operational usage of the new certified TOE include secure
acceptance procedures for the end-user.

9 TOE End-Of-Life (Phase 5)
This is the TOE End-of-Life. All assets will be destroyed.
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Other (informational) PP_HSM 206

Phase 1: TOE development
TOE software update package development

A

Phase 2: TOE manufacturingand delivery

TOE software update package creation
TOE software update package delivery to the end-user

TOE Delivery point

A

Phase 3: TOE Update

Perform the software update

A 4

Phase 4: Operational usage

Secure acceptance of the delivered TOE

Y

Phase 5: TOE End-Of-Life

All TOE assets are not available anymore.

Figure 6: TOE lifecycle case 2

Other (informational) PP_HSM_207

The TOE Update may preserve user data and TSF data. After TOE Update the new TOE will be
ready for operational use in the environment of the end-user.

The previous TOE requires authorization for software update and verifies the integrity and
authenticity of the TOE software update data as provided by the TOE software manufacturer.

Other (informational) PP_HSM_208

The Common Criteria evaluation covers the Development of the TOE (Phase 1), the
Manufacturing of the TOE (phase 2) up to the delivery to the platform integrator under
development environment (cf. CC part 1, paragraph 157) in the evaluator activity of class ALC:
Life-cycle support. The concrete state of the TOE when delivered to the platform integrator as
customer of the TOE vendor depends on the vendor configuration options. The security target
shall describe all configurations of the TOE as delivered to the platform integrator. Details on
these configurations will be provided for evaluator activities of families ALC_CMS and ALC_DEL.
The user guidance of the TOE vendor shall describe the requirements and general procedures
and the supplier of the certified TOE shall obey these procedures enabling the end-us er 6 s
acceptance of certified version and configuration of the delivered TOE. (cf. element
AGD_PRE.1.1C for details).

1.3.3 Available non-TOE Hardware/Software

Other (informational) PP_HSM_28
This section needs to be specified in the Security Target as it is architecture dependent.
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2 Conformance Claims

2.1 CC Conformance Claim

Other (informational) PP_HSM_31
The base Protection Profile and Packages are conformant to Common Criteria:
- Part 1: Introduction and general model, [CCp1]

- Part 2: Security Functional Components, [CCp2]
- Part 3: Security Assurance Components, [CCp3]
For base Protection Profile:

- CC Part 2 is extended due to the use of FCS_RNG.1
- CC Part 3 is conformant.

The Package Key Derivation is CC Part 2 Extended and CC Part 3 conformant.
Other Packages are CC Part 2 and CC Part 3 conformant.

2.2 PP Conformance Claims

Other (informational) PP_HSM 33
Neither the base Protection Profile nor the Packages claim compliance to any Protection Profile.

2.3 Conformance Rationale

Other (informational) PP_HSM 35

As the PP does not claim conformance to any other Protection Profile, a conformance rationale
is not required.

2.4 Package Conformance Claims

Other (informational) PP_HSM_37

This assurance package conformance is EAL4 augmented by ALC_FLR.1 and AVA_VAN.4; this
applies to base Protection Profile as well as Packages.

2.5 Conformance Statement

Other (informational) PP_HSM_39

The base Protection Profile as well as Packages requires strict conformance by any ST or PP
claiming conformance to those.
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3 Security Problem Definition

3.1 Introduction

Other (informational) PP_HSM_42

The security problem definition described below includes threats, organisational security policies
and security usage assumptions.

3.2 Assets
Other (informational) PP_HSM_46
Asset Description
Cryptographic keys? Cryptographic keys handled and used by the TSF.

Several types of cryptographic keys are handled:

1 (user data) ECC private keys used to perform digital
signature operations;
(user data) ECC private keys used in ECIES;
(TSF data) Keys used for trusted channel in case of external
HSM if applicable;
1 (TSF data) Keys used for software update if applicable.

f
f

In V2X context, ECDSA private keys are:

I Canonical Key: used to sign EC requests;
1 Enrolment Credential Keys: used to sign AT requests;
1 Authorization Ticket Keys: used to sign ITS messages.

These assets must be protected in confidentiality and integrity for
private ECC and secret keys.

VCS data User data exchanged between TOE and the VCS.

In V2X context, VCS data can be

- Representation of parts of EC/AT requests or ITS information
provided to the V2X HSM to be signed;

- Data encryption key provided to the V2X HSM to be
encrypted/decrypted (ECIES);

- Public key and parameters provided to the V2X HSM for
ECIES encryption;

- Public key returned by TOE corresponding to ECC private
key generated by the TOE;

- Random number generated by the TOE.

User data must be protected at minimum in integrity. Furthermore,
confidentiality protection is required for data to be ECIES
encrypted/decrypted and for random number.

Secure Services Secure services provided by the TSF to users (e.g. key generation,
signature creation, key encryption/decryption, storage of trusted data
etc.).

Secure services must be protected in runtime integrity.
HSM Software Encoded instructions that regulate the behaviour of the TOE.

HSM software must be protected in integrity.
Table 3: Assets to be protected by the TOE

lApplication note
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For the cryptographic keys the integrity only covers changes controlled by an attacker leading to
knowledge of private keys, or madification of public key to value chosen by the attacker.
Compromise of the integrity of keys leading to unavailability of the device is not in the scope of
this PP.

3.3 Users

Other (informational) PP_HSM 210

The Table 4 gives a generic basic description of V2X HSM users; however, users of the TOE are
product dependent and following descriptions should be adapted and/or completed to strictly
reflect the real usage of the specific TOE.

Note also that in the final operational environment, all exchanges between users and the V2X
HSM go through the VCS module implementing the communication module.

Users Description

VCS (IT Entity) User authorized to invoke the Secure Services.

Table 4: TOE users

3.4 Threat Agents

Other (informational) PP_HSM 48

Two main types of attackers have been identified, both attacker types have moderate attack
potential.

Name Threat Agent

Local attacker Attacker with physical access to the TOE, either legal owner of the vehicle
or not; such attacker does not have an authorized access to the TOE
services.

Local attacker can run hardware or software attacks through physical or
logical TOE interfaces.

Remote attacker Attacker with access (authorized or not) through the VCS; such attacker has
an authorized access to the TOE services by means of VCS.

Remote attacker can run hardware or software attacks through logical TOE
interfaces only.

Table 5: Threat agents

3.5 Threats

Other (informational) PP_HSM 50

Threats are described by an adverse action performed by defined threat agents on the assets
that the TOE has to protect.

Attackers in V2X networks will have two objectives in the final V2X context:

- Be able to track a vehicle.
- Cause safety hazardous situation.

The V2X HSM provides supporting functionalities to prevent such risks.
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The threats against the TOE according to Table 6 are identified.

I'n this tabl e, t he gener i dothleral amd rieéractettypecokadtacker i s us
(see previous section). Attacksondatacanbe fAdi rect 0 or using existing
Name Threat against the TOE Asset /
protection
T. KEY_REPLACE! An attacker is able to directly replace a key by one he Cryptographic

knows (e.g. generated by him, taking a weak value).
In V2X context, the attacker will be able to:
- track the victim vehicle (key known);

- request a certificate for the public key and then sign
himself (out of TOE) wrong information (on behalf of
the victim or of himself).

keys / integrity

T. KEY_DISCLOSE

An attacker is able to disclose the private key (e.g.
during storage).

In V2X context, the attacker will be able to:
- track the victim vehicle (key known);

- sign himself (out of TOE) wrong information (on
behalf of the victim or himself).

Cryptographic
keys /
confidentiality

T.SW_TAMPER

An attacker is able to modify the HSM software; he

HSM Software

then has a partial control of the TOE behaviour and [ integrity
potentially on assets.
In V2X context, various exploitations will be possible
depending on the modifications (see impacts in other
threats as examples).

T.SRV_MALFUNCTION An attacker may take advantage of a malfunction of Secure
the Secure Services. This may affect any asset and Services /
could result in any of the other threats. integrity

T.SW_REPLACE

An attacker is able to directly replace the HSM
software; he then has the full control on TOE
behaviour and then on assets.

In V2X context, all exploitation will be possible (see
impacts in other threats as examples).

HSM Software
[ integrity

T.VCS_DATA_MODIF

An attacker is able to modify VCS data once handled by
the TOE and before its signature.

In V2X context, the attacker will then be able to make
sign wrong information; if modifications are controlled so
the message can be interpreted by receivers, it can
provoke an undesired reaction of the vehicle; if
modifications are not controlled and cannot be
interpreted, this could at least make receivers consume
resources unduly or provoke unexpected reactions of
receiver devices (e.g. crash).

VCS data /
integrity

T.VCS_DATA_DISCLOSE

An attacker is able to disclose VCS data once handled
by the TOE when confidentiality has been requested by
the authorized user.

VCS data /
confidentiality
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Name

Threat against the TOE

Asset /
protection

In V2X context, when data is the data encryption key the
attacker will then be able to decrypt data exchanged
between VCS and PKI. The exchanged data comprises
certificate signing requests, including long term identity
of the vehicle, as well as authorization tickets. If this
information is disclosed the privacy of the vehicle it
compromised.

When data is random number used for key generation
by the VCS, the attacker will then be able to disclose the
Data encryption key.

Table 6: Threats against the TOE

'Application note

For the key replacement threat the integrity only covers changes controlled by an attacker leading
to knowledge of private keys, or modification of public key to value chosen by the attacker.
Compromise of the integrity of keys leading to unavailability of the device is not in the scope of

this PP.

3.6 Organisational Security Policies

Other (informational)
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Organisational Security Policies, OSPs, are defined according to Table 7

Name

Organisational Security Policies

P.SIGNATURE_GENERATION

The TOE shall be able to generate ECDSA digital signatures.

P.KEY_GENERATION

The TOE shall be able to generate ECC asymmetric key pairs for
ECDSA and ECIES operations.

P.ECIES The TOE shall be able to encrypt and decrypt VCS data according to
ECIES.
P.RNG The TOE is required to generate random numbers that meet specified

quality metric, for use by other applications. These random numbers
shall be suitable for use as keys, authentication/authorisation data or
seed data for another random number generator.

P.SECURE_COMMUNICATION

The TOE environment must implement protection for integrity and
confidentiality if required of VCS data when exchanged between the
TOE and the VCS..

P.SRV_ACCESS

The TOE environment must implement security measures to restrict
V2X HSM services access to the VCS only.

Table 7: Organisation Security Policies

3.7 Assumptions

Other (informational)

PP_HSM_54

Assumptions on the TOE operational environment are made according to Table 8.
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Name Assumptions on the TOE operational environment

A.INTEGRATION It is assumed that appropriate technical and/or organisational security measures in
the Platform Integration (Phase 3) in order to guarantee for the confidentiality,
integrity and authenticity of the assets of the TOE

Table 8: Assumptions on the TOE environment
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4 Security Objectives

4.1 Introduction

Other (informational)

PP_HSM_57

The statement of security objectives defines the security objectives for the TOE and its
environment. The security objectives intend to address all security environment aspects identified.
The security objectives reflect the stated intent and are suitable to counter all identified threats
and cover all identified organisational security policies and assumptions. The following categories

of objectives are identified:

- The security objectives for the TOE shall be clearly stated and traced back to aspects of
identified threats to be countered by the TOE and/or organisational security policies to be

met by the TOE.

- The security objectives for the environment shall be clearly stated and traced back to
aspects of identified threats countered by the TOE environment, organisational security

policies or assumptions.

4.2 Security Objectives for the TOE

Other (informational)

PP_HSM_59

The following security objectives for the TOE are defined.

Security Objective

Description

OT.SIGNATURE_GENERATION

The TOE shall be able to generate ECDSA digital signatures on VCS
data.

OT.KEY_MANAGEMENT

The TOE shall be able to generate, store (internally or externally), and
protect ECC asymmetric keys for ECDSA and ECIES operations.

OT. ECIES

The TOE shall be able to encrypt and decrypt VCS data according to
ECIES (as described in 1.3.1.4).

OT.TOE_SELF-PROTECTION

The TOE shall be able to protect itself and its assets from manipulation
including physical and software tampering.

OT.PRIVKEY_ACCESS

The TOE shall ensure that private keys can only be used through V2X
services and cannot be retrieved out of the TOE.

OT.RNG Random numbers generated shall meet a defined quality metric in
order to ensure that random numbers are not predictable and have
sufficient entropy. For security operations, e.g. key generation, high
quality random numbers are required.

OT.VCS_DATA The TOE shall implement security measures to prevent any alteration,

and disclosure when confidentiality is requested, of received user
data.

Table 9: Security objectives for the TOE

4.3 Security Objectives for the Operational Environment

Other (informational)

PP_HSM_61
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Security Objective

Description

OE.SECURE_COMMUNICATION

The TOE operational environment must implement protections for
integrity and confidentiality of VCS data when exchanged between
the TOE and the VCS in accordance with protections specified in
chapter 3.2 (asset definition).

OE.SRV_ACCESS

The TOE environment must implement security measures to
restrict V2X HSM services access to the VCS only.

OE.INTEGRATION

Appropriate technical and/or organisational security measures shall
be in place in the Platform Integration (Phase 3) in order to
guarantee the confidentiality, integrity and authenticity of the assets
of the TOE.

Table 10: Security objectives for the TOE operational environment
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4.4 Security Objectives Rationale

4.4.1 Security Objectives Coverage

Other (informational)
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This section provides tracings of the security objectives for the TOE to threats, OSPs, and

assumptions.
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T.KEY_REPLACE X - X - X - - - - -
T.KEY_DISCLOSE X - X - X - - - - -
T.SW_TAMPER - - - - X - - - - -
T.SRV_MALFUNCTION - - - - X - - - - -
T.SW_REPLACE - - - - X - - - - -
T.VCS_DATA_MODIF - - - - X - X . . .
T.VCS_DATA_DISCLOSE - - - - X - X - - -
P.SIGNATURE_GENERATION - X - - - X - - - -
P.KEY_GENERATION - - X - - X - - - -
P.ECIES - - - X - X . . . .
P.RNG - - - - - X . . . .
P.SECURE_COMMUNICATIONS - - - - - - - X - -
P.SRV_ACCESS - - - - - - - - X -
A.INTEGRATION - - - - - - - - - X
Table 11: Security objectives coverage
4.4.2 Security Objectives Sufficiency
Other (informational) PP_HSM 66

The following rationale provides justification that:

- the security objectives for the environment are suitable to cover each individual

assumption or threat to the environment;

- each security objective for the environment that traces back to a threat or an assumption

about the environment of use.
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Threat/OSP/Assumption

Objective

Rationale

T.KEY_REPLACE

OT.KEY_MANAGEMENT

OT.PRIVKEY_ACCESS

OT.TOE_SELF-PROTECTION

Once generated, private keys
are securely stored

Access to private keys is only
possible through the Secure
Services to which access is
restricted to authorized user
only.

The TOE is protected from
physical and software
tampering.

T.KEY_DISCLOSE

OT.KEY_MANAGEMENT

OT.PRIVKEY_ACCESS

OT.TOE_SELF-PROTECTION

Once generated, private keys
are securely stored

Access to private keys is only
possible through the Secure
Services to which access is
restricted to authorized user
only.

The TOE is protected from
physical and software
tampering.

T.SW_TAMPER

OT.TOE_SELF-PROTECTION

The TOE is protected from
physical and software
tampering.

T.SRV_MALFUNCTION

OT.TOE_SELF-PROTECTION

The TOE is protected from
physical and software
tampering protecting against
any malfunction.

T.SW_REPLACE

OT.TOE_SELF-PROTECTION

The TOE is protected from
physical and software
tampering protecting against
any software illegal
modification.

T.VCS_DATA_MODIF

OT.VCS_DATA

OT.TOE_SELF-PROTECTION

The VCS data have integrity
protections.
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Threat/OSP/Assumption

Objective

Rationale

The TOE is protected from
physical and software
tampering protecting against
data illegal modification.

T.VCS_DATA_DISCLOSE

OT.VCS_DATA

OT.TOE_SELF-PROTECTION

The VCS data have

confidentiality protections.

The TOE is protected from
physical and software
tampering protecting against
any data illegal modification.

P.SIGNATURE_GENERAT
ION

OT.SIGNATURE_GENERATIO
N

OT.RNG

OT.SIGNATURE_GENERATI
ON is rephrasing the OSP.

P.KEY_GENERATION

OT.KEY_MANAGEMENT

OT.KEY_MANAGEMENT is
rephrasing the OSP.

Key generation inside the TOE

OT.RNG is based on a random number
generation ensuring
randomness quality.

P.ECIES OT.ECIES OT.ENCRYPTION is
rephrasing the OSP.

OT.RNG Key generation inside the TOE
is based on a random number
generation ensuring
randomness quality.

P.RNG OT.RNG OT.RNG is rephrasing the
OSP.

P.SECURE_COMMUNICA
TION

OE.SECURE_COMMUNICATIO
N

OE.SECURE_COMMUNICATI
ON is rephrasing the OSP.

P.SRV_ACCESS

OE.SRV_ACCESS

OE.SRV_ACCESS is
rephrasing the OSP.

A.INTEGRATION

OE.INTEGRATION

OE.INTEGRATION is directly
covering the assumption.

Table 12: Security objectives sufficiency
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5 Extended Components Definition

5.1 Definition of the Family FCS_RNG

Other (informational) PP_HSM_69

To define the IT security functional requirements of the TOE an additional family (FCS_RNG) of
the Class FCS (Cryptographic Support) is defined here. This extended family FCS_RNG
describes an SFR for random number generation used for cryptographic purposes.

Family Behaviour

This family defines quality requirements for the generation of random numbers, which are
intended to be used for cryptographic purposes.

Component Levelling

FCS_RNG Generation of random numbers 1

FCS RNG.1 Generation of random numbers requires that the random number generator
implements defined security capabilities and the random numbers meet a defined quality metric.

Management
FCS_RNG.1 There are no management activities foreseen.

Audit
FCS _RNG.1 There are no actions defined to be auditable.

FCS _RNG.1 Random number generation

FCS RNG.1 Random number generation
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS RNG.1.1 The TSF shall provide a [selection: physical, non-physical true, deterministic,
hybrid physical, hybrid deterministici random number generator that
implements: [assignment: list of security capabilities].

FCS_RNG.1.2 The TSF shall provide random numbers that meet [assignment: a defined
quality metric].

5.2 FCS_CKM.5 (Cryptographic Key derivation)

Other (informational) PP_HSM_ 220
This extended component is coming from the [CSPPP].

Family Behaviour
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This family defines key derivation as process by which one or more keys are calculated from
either a pre-shared key or a shared secret and other information. Key derivation is the
deterministic repeatable process by which one or more keys are calculated from both a pre-
shared key or shared secret, and other information, while key generation required by FCS_CKM.1
uses internal random numbers.

Component Levelling

FCS_CKM.5 Cryptographic Key Derivation 1

FCS_CKM.5 Cryptographic key derivation requires the TOE to provide key derivation which can
be based on an assigned standard.

Management
FCS_CKM.5 There are no management activities foreseen

Audit

FCS _CKM.5 The following actions should be auditable if FAU_GEN Security audit data
generation is included in the PP/ST:

a) Minimal: Success and failure of the activity.

b) Basic: The object attribute(s), and object value(s) excluding any sensitive information
(e.g. secret or private keys).

FCS _CKM.5 Cryptographic key derivation

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution,
or FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS CKM.5.1 The TSF shall derive cryptographic keys [assignment: key type] from
[assignment: input parameters] in accordance with a specified cryptographic
key derivation algorithm [assignment: cryptographic key derivation algorithm]

and specified cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: list of standards].
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